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1. PRACTICAL EXERCISES

1.1. Export passwords

In this exercise we are going to save in a file all the stored passwords in order to be able to
import them in the future or to have an intermediate structured file that we can use in our

favourite programming languages.

1.1.1. Export from BitWarden.

We start the application by entering our master password.

Bitwarden

File Edit View Account Window Help

Your vault is locked. Verify your master
password to continue.

@

110@lagsixtome.com on

& Unlock Log Out

Figure 1 - Start screen with the master password

Once we are authenticated, we click on "File" and "Export Vault".
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Bitwarden

File Edit View Account Wine Help

Add New Login Ctrl+N . vault

Add New Item
Add New Folder

Sync Vault it.com
o_sjemplo

ExportVault
Ctrl + Coma
cerl+L
Quit Bitwarden cerl+Q
FOLDERS
- Mo Folder

Figure 2 - Export vault

You will again be asked for our master password and a data format for export: "json" or
"csv". We proceed to click on the button in the red box.

I Bitwarden

File Edit View A unkt Wine

EXPORT VAULT

File Format

Json

Master Password

Enter your master password to eXxport your va ult data.

WARNING: This export contains your vault data in an unencrypted format. You
should not store or send the exported file over unsecure channels (such as email).
Delete it immediately after you are done using it.

i."a Cancel

Figure 3 - Export Vault, download

Finally, it will ask us for a file name so that it can be saved to disk. We will have successfully
exported the entire safe.
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bitwarden export 202005120129298H:]y
4+ [@ home  incibe | »

Name

8 Descargas
[} Documentos
B Escritorio
[@ Imagenes
i Musica

Figure 4 - Export filename

1.1.2. Export from KeePass.

We open the KeePass application with our master password and click on "File" and
"Export".

Base de datos.kdbx - KeePass

File | Group Entry Find View Tools Help
ld New.. Ctrl+N 1 &=~ -
’ 2 ] b |Title | User Name | Pa
Open Recent > Internet
&3 Close Ctrl+w
l ) Google mail ejemplo0iuser@gmail.com i
el save Ctr+S 9 Twitter ejemplo02user L
e * ¥ Reddit.com usuario_ejemplo i
%, Database Settings... o *%y
@] change Master Key...
Print 4
2  Import...
|,;f. Export... |
synchronize »
Lock Workspace Ctrl+L
@ Exit ctrl+Q

Figure 5 - Exporting with KeePass

By clicking on "Export" we'll see the export file options available.
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Export File/Data

n

BEGH<- 80
l5 Base de datos

"/5’ Export File/Data

A Export data to an external file.

© General
2 windows Format
2 Red KeePass el
@ Internet —— : https://t
= email @ keepass csv (1.x) https://v
% Banco @KeePass KDB (1.x)
@ Papelera de reciclaje Kk eePass KDBX (2.x

@ KeePass KDBX (2.34, Old Format)

Elkeepass XML (2.x)

General

[l customizable HTML File
EJTransform using XSL Stylesheet

- Windows Favorites (Folder 'KeePass')
< Windows Favorites (Root Directory)

Browser

[_IMozilla Bookmarks HTML

File %

Export to: %]

0K ‘ Cancel ‘
n¢ ]

Figure 6 - Options for selecting export files

If we want to exchange with another entity or person, we will provide them with the latest
version of the new KBDX format, in this case KeePass KDBX 2.x. Afterwards, we will select
where we want to save the file and we will have it available in that location.
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File Group Entry Fin

EbH < u@®- Export File/Data

Export data to an external file.

| Base de datos | URL Notes
© General
A Windows Export: KeePass KDBX )
& Red - _ B__ https://account...
& Internet save i I. Deibe = CEED - https://twitter...
2 eMail [ Descargas https://www.red...
%% Banco 5 Documentos
Papelera de re [ Escritorio
[ iméagenes
B Musica
I Piantillas
B Publico
B snap
[ videos
| | Base de datos.kdbx
My NEt\m:lrk File name:
Save as type: |KeePass KDBX (2.x) (*.kdbx) j Cancel
i
Fite = N
Export to: |

Figure 7 - Location of the export file
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2. RESEARCH INVESTIGATION

2.1. Using the Password Generator

In this exercise we will see how we can make use of the password generator for both
BitWarden and KeePass.

2.1.1. Password generator in BitWarden

We open BitWarden, authenticate ourselves with the master password and access the
"View" and "Password" menu.

Bitwarden

File Edit View Account Window Help

=2 Al lte Search Vault Ctrl+F

Password Generator

Password History

Zoom In
Zoom Out

Reset Zoom Ctrl+0

Toggle Full Screen F11

Reload Ctrl + Mayuds + R
Toggle Developer Tools F12 E

Figure 8 - Password generator in BitWarden

In BitWarden we have two options: "Password" and "Passphrase”. The difference between
the two is the readability provided by the second option, since it will build a readable
sentence in blocks of columns that we define. The generator allows us to generate
passwords between a set of length defined by us between special characters, upper or
lower case, numbers, etc....
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Bitwarden

Help

to7MVH7bKkMXKxA

< Regenerate Password

Iy Copy Password

B OPTIONS

Password

Length
AL

da-z

Figure 9 - Classical password generation with options

In the second option, "passphrase" we see that it constructs three words separated by a
hyphen so that we can easily remember it. In any case, in both options, we have the
possibility to save the password in the clipboard with "Copy password".
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Bitwarden

Help

blinked-same-astound

< Regenerate Password

| Iy Copy Password

B OPTIONS

Passphrase

Mumber of Words

Word Separator

Capitalize

Include Mumber

Close

Figure 10 - Passwordphrase

H H I’ AVUDAEN
sincibe @ Giathsisumon

Question (BitWarden): How would you generate a 5-column "passphrase" key?

2.1.2. KeePass Password Generator

Once authenticated with the master password, we proceed to click on "Tools" and

"Generate password”.

Base de datos.kdbx - KeePass

File Group Entry Find View | Tools | Help
WO H|<- 1§ W@ -9 & 2 (£ Generate Password... |
|& Base de datos Title B Generate Password List... | Password | URL
3 General Interne &k~ TAN Wizard...
— Windows
D Red CFGangle Database Tools https://a
@ Internet P Twitter @] Triggers... wR R https://t
A eMail € Reddit! % Plugins... ERRERRRE https://w
% Banco s {53 Options... —
Papelera de reciclaje

Figure 11 - Password generation option in KeePass
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In this case, the options and preferences are much broader than in BitWarden and include
the function to generate a certain number of passwords, in case we might need them. For
example, for the "custom" profile we have the following options.

Password Generator

== Password Generation Options

’* Here you can define properties of generated passwords.

Settings ]Advanced | Preview |

Profile: [(Custom) - &

Current settings

¢ Generate using character set:

Length of generated password: 20 Elﬁ

[ Upper-case (A, B, C,...) ™ Space()

¥ Lower-case(a, b, c,...) I~ special (!, 5, %, &, ...)

[ Digits (0,1, 2, ...) I" Brackets ([,1,{.}L (), < =)

[ Minus (-) I~ Latin-1Supplement (A, p, 1, ...)

[~ Underline ()

Also jnclude the Following characters:

+ Generate using pattern:

Ih{64)
™ Randomly permute characters of password g

¢ Generate using custom algorithm:

Figure 12 - Password generation options

Question (KeePass): How would you generate a 256-bit Hex key?
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3. SOLUTION

Question: How would you generate a five (5) column "passphrase" type key?

In this case we would go to "View", "Password Generator" (CTRL+G) select "Word
Numbers" and set it to four. Later we can set the separate one or leave it as a dash.

Account Window Help

clad-humorless-immortal-g
luten-1id

=~ Regenerate Password

Ik Copy Password

B OPTIONS

Passphrase

Number of Words
Word Separator
Capitalize

Include Number

Close

Figure 13 - Generation of 5-column passphrase

Webinar 10: "Password managers". Exercises Page 12 of 14



ICIA
TERCERA DEL GOBIERNO

VICEPRESIDEN
GomERNO o SECRETARIA DE ESTADO . . ’/
DE ESPANA ISTERIO DE DIGITALIZACION .
DEASUNTOS ECONGMICOS TU AYUDA £
Y TRANSFORMACION DIGITAL & INTELIGENCIA ARTIFICIAL <‘> I I l C I b E @ CIBERSEGURIDAD

Question (KeePass): How would you generate a 256-bit Hex key?

In this case we would change the custom profile to a "256-Bit Hex Key (Integrated)" profile
as shown in the image below.

Password Generator

"=~ Password Generation Options
t*_ Here you can define properties of generated passwords.

Settings IAdvanced | Preview |

{13 (Custom) % | %] |

—Current (Custom) P ]
(Automatically generated passwords for new entries)

¢ GenelHex Key - 40-Bit (built-in)

Hex Key - 128-Bit (built-in

Len

Hex Key - 256-Bit (built-in)
7 |Random MAC Address (built-in)

[ Lower-case (3, b, c, ...) [~ Special(}, $, %, &, ...)
¥ Digits (0, 1, 2, ...) [~ Brackets ([,1,{.}.(.). <. >)
™ Minus (-) ™ Latin-1Supplement (A, p, 1, ...)

I~ Underline ()

Also include the following characters:
[

Figure 14 - 256-Bit Hex generation

To see the result, let's go to the "Preview" tab.
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Password Generator

"= Password Generation Options

Here you can define properties of generated passwords.

]

Here you see a few sample passwords matching the rules specified on the First tab pages.

Settings | Advanced

1a7f3bd7ceb@dfbf52f3196b99fc74525ad372ba912f49efca?360966194ad13 =
0d4847cd973d372ecfe7bbB8abl62e698ecce2321e780a4872b6b8aadf866d3d4
82c8579370806b85136b6597c69b90b454d3a6d68Tc73671933d29cd19d86¢cch
891542e9a0d239094b7c536773dbaalaaad3af338457e8863303F8d0aa2f84ce
42edb86b4af934f8ac22c986ccPa91d6e676a4695345e75decsd2ad7ccOc51a8f
a88d36b0120bchbebB8abcdceabfe32965da8f614d174694a3ec304770f1eb2deb
ab9b3b6eclilaae528ef258dcb37d548aa575172ba5a3960e5e3b5c1365426830
f3bcB8dbad5835d7c1053ee782e107229820ddb3a59chdd4fic2d5d3a5660ad51
cl6c483fb58aal@caeb1181c26c4a%aabe22013f1b2ffeedf95589a49653e2df
92ee35316d6708452e7702fc57al16d5dobe8ebed8b65126%9aac8ad2c5a6d25c3
7020206d21ad278a06924584537F6cc483cToff4750143a8719e82cfd1184134
2d82bf5afd9ebdfob8444c22df63bd77f2c56017220493F514be9832T636ch5a
183ab9beed7aazbb27cd52a4d9b41ed1b193e80bedleef77c5dc15bbfa6f3bb
22cBec7a7sb8af6144f5dab4de31562d8be90f1eb9ad416e0a2368a55084e9796
531b5434544089a6T8b1d57bc455528302fTa9%3ed42a5ebb9b8acef6aifeb73d2
1e7403c20ebe31at20db2e5874be5e9974868572621364430affadb4de5T6b6T0
82b6eb511abafed54dc62f26092b8145207T60c45¢c9428bT8632766a3af7e8d6
42317c21bccehec2efdeda7l6bdbcel74a2e1425253460ed5Tach6e78alcaddfl
450009a5ea2d48eeab45c99cf8e8bd8055561bcd11a2067135d4d44e3274F 201
2acZeeead7464e828d0cb1832Ff63b789b59deebdad62dbebedfd5SecBcee29aa7
3896bc2668d814b828685141dde32de919f473dc8b845b765d411923cT62ae37 T
42d197f1b43827a4ed5599c88e68T3d0656Te96bb3Tadcbab9c9bas54d309T40
8bcT5924b95c288c181534b83b845ac117be9e67cTd32370b36bb1cT24bbab53
faedP3560d8d2232467b0a80c8a3254058491214eed10fd94d2831fad58d3469

Baffa55e495e879a42782861fb850dae343679797955¢c87a7409b32eabd 8023
jj?1r9ﬂhd1d??ﬂﬁndhfhn1Rﬁnnpf1ARF?R?HRR?hFRQQFP:?1QFQQPQPR1PARDQR JJ:J

Help | OK | Cancel

Figure 15 - Password generation preview
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